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G, SIS Security Check

Examine the Status of Your
SIS Security
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Don’t Leave Safety to Chance

As digitization takes hold in the process industry, plants are be-
coming increasingly complex. At the same time, there is a grow-
ing risk of cyberattacks. Automation security flaws and vulnera-
bilities could have a negative impact on the safety of your plant.
Therefore, functional safety and automation security can no
longer be treated separately — they require a holistic approach.
Cybersecurity is now a key consideration in the configuration
and management of your safety instrumented systems (SIS).

To reflect this new reality, the regulations governing safety
and automation security are changing. For example, IEC 61511
Edition 2 requires plant operators to assess security vulnera-
bilities in systems and networks and set out countermeasures
against identified threats. Plant operators are responsible for
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SIS security — however, it is often difficult to find the time and
resources to fulfill the requirements. After all, security checks
are not a one-off task; they need to be conducted regularly.

HIMA provides a service to support you with this task: the
SIS Security Check. This is an on-site assessment for HIMA
Safety Systems performed by experienced, independent safety
specialists who check your security procedures, SIS configu-
ration, and network components. You receive a clear overview
of the status of your assets and the possible impact of security
risks and vulnerabilities. With this knowledge, you gain the
ideal foundation to implement appropriate security measures,
reduce risk, and achieve compliance with safety and security
regulations.
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As part of the SIS Security Check, your security environment will be aligned with the HIMA reference architecture.
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Gain an Overview of Your SIS Security Status

The SIS Security Check from HIMA is an on-site assessment performed by safety specialists who
are trained in automation security. Experts visit your plant to conduct a basic check of your security
policies and procedures. At the end of the assessment, you receive a security report with specific
recommendations for improvement, forming the basis for future security risk assessments.

What's Included in the Service?
SIS and SIS-related components are checked against HIMA
security recommendations. These can be divided into four
security-relevant checks:
* Basic checks covering documentation and organizational
procedures
SIS checks covering SIS configuration and SIS application
* PC checks covering SIS engineering and OPC server
configuration
* Network checks covering network infrastructure and
components

How Is the SIS Security Check Performed?

To ensure the check is carried out effectively, a workshop takes

place either on site or via a web meeting. This aims to clarify
the required personnel, system access, and documentation.

After defining a time schedule together with you, HIMA safety
specialists conduct all the above-mentioned security checks.

Once all relevant checks have been performed, HIMA supplies
an SIS Security Check report, including recommendations for
improvements.

What You Receive from the Service

Once the SIS Security Check report is finalized, our experts dis-
cuss the results with you on site or in a web meeting. The report
will provide you with valuable information to help increase SIS
resistance against security threats. You gain a clear overview of
SIS zones, conduits, and possible security vulnerabilities, which
gives you a solid foundation for security improvements and
future automation security risk assessments.

Relevant Standards
e |EC 62443/ IEC 61511 Edition 2
e |SO/IEC 27000 series

e BSIICS Security Compendium
* NA163

Benefits
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Gain a clear overview
of your current
SIS security status

Receive the basis for
compliance with relevant
standards such as I[EC 62443
and IEC 61511 Edition 2

Manage risk and
reveal undetected
vulnerabilities

Utilize the expertise
of independent
safety specialists

Do you have questions concerning our HIMA services
and SIS Security Check? Our service experts would be
pleased to respond to your email or your call.

Please find your local contact here:
www.hima.com/en/about-hima/contacts-worldwide
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Visit our website for more information about HIMA Safety Lifecycle
Services for safety and security:

@ www.hima.com/en/products-services/why-hima-services

Do you already know the SMART SAFETY HUB?

Profound and inspiring: The SMART SAFETY HUB features
expert insights into the most important trends in industrial
functional safety and cybersecurity. Learn more from analyses,
interviews and reports, and get valuable tips that you can put

into action at your company.

The content provided in this document is intended solely for general information

purposes, and is provided with the understanding that the authors and publishers
are not herein engaged in rendering engineering or other professional advice or

services. Given the complexity of circumstances of each specific case and the

site-specific circumstances unique to each project, any use of information con-
tained in this document should be done only in consultation with a qualified pro-
fessional who can take into account all relevant factors and desired outcomes.

This document has been prepared with reasonable care and attention. However,

itis possible that some information in this document is incomplete, incorrect, or

inapplicable to particular circumstances or conditions. Neither HIMA nor any of

its affiliates, directors, officers or employees nor any other person accepts any

liability whatsoever for any loss howsoever resulting from using, relying or acting
upon information in this document or otherwise arising in connection with this
document. Any modification of the content, duplication or reprinting of this docu-
ment, as well as any distribution to third parties — even in parts — shall require the

express written approval of HIMA.
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