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1 HIMatrix Operating System Versions 
The new versions only support devices with enhanced performance: 

 F10 PCI 03 (discontinued). 
 F30 03. 
 F31 03 (discontinued). 
 F35 03. 
 F60 CPU 03. 

The following table lists the most current operating systems (OS)  and associated loaders (OS 
loader, OSL) used in the HIMatrix system: 

System OS version Operating system Designation 

F30 03, F35 03 
and F60 CPU 03 

V18.6 (Neu) CPU operating system L3_CPU_HA1_OS_V18.6.ldb 
V11.2  Loader for CPU operating 

system 
L3_CPU_HA1_OSL_V11.2.ldb 

F30 03, F35 03 
and F60 CPU 03 

V24.14  COM operating system L3_COM_HA1_OS_V24.14.ldb 
V18.34 Loader for COM operating 

system 
L3_COM_HA1_OSL_V18.34.ldb 

Remote I/O 
V8.12 CPU operating system RIONC_CPU_HA2_OS_V8.12.ldb 
V7.6 Loader for CPU operating 

system 
RIONC_CPU_HA2_OSL_V7.6.ldb 

Table 1: HIMatrix Operating Systems and Associated Loader 

Additionally, take the release notes for SILworX V14.0.0 into account. 

1.1 Checksums of Operating System Versions 
The following table specifies the checksums of the latest operating system versions: 

Module OS version Safety CRC SHA256 
F30 03, F35 03 
and F60 CPU 03 

V18.6 (Neu) 0xC2C6_3799 F655.AFCE.C3D1.343D.31DC.744D.2DF6.8176. 
EB70.F6E1.C87F.FE12.9B7E.9E7B.75E5.4664 

COM operating 
system 

V24.14 0xC64D_9126 EF04.8E7C.5059.5DA1.9B2B.1400.DB53.81B9. 
D81F.E743.05E6.CFA7.FDF2.629A.1D0D.1C90 

Remote I/O V8.12 0x7912_2404 6C64.CBBC.6A8A.ECB6.5459.7BDA.B62D.4331. 
83F9.4BC4.1341.87F9.D50F.CD11.822C.071F 

Table 2: Checksums 
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2 New Functions 
The new CPU operating system version (CPU OS ≥ V18) ensures increased login protection for 
HIMatrix controllers. This measure provides compliance with the requirements in accordance 
with IEC 62443-4-2 / SL1. 

It also allows successful and failed logins to be evaluated using system variables in the user 
program. For further details on the new system variables, refer to the HIMatrix system manual 
(HI 800 809 E). 
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3 Improvements 
None. 
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4 Restrictions 
 The new CPU operating system versions for the F30 03, F35 03 and F60 CPU 03 (V17.8, 

L3_CPU_HA1) optimize the processors' memory access. Depending on the system 
structure, the application program and the associated workload, the cycle time can increase 
by up to 5%. 
 

 Line Control restrictions applying in the DIO 24/16 01 and DI 32 01 of the HIMatrix 
F60 03 system. 
As of CPU OS V12.8, the digital outputs of the DIO 24/16 01 can only be used to monitor the 
digital inputs: 
- in the DIO 24/16 01 in use, or  
- in another DIO 24/16 01, or  
- in one DI 32 01. 
 

 Reduced ambient temperature range for PROFINET IO Controller V2.4+: 
In HIMatrix controllers F30 034 and F35 034, PROFINET IO Controller V2.4+ may only be 
used in the ambient temperature range -25…+60°C. 

 

 The following protocols are discontinued and have entered the legacy phase. Therefore, the 
following protocols are not to be budgeted for new projects: 
- PROFINET IO Controller V2.2 
- PROFINET IO Device V2.2 
- PROFIsafe F-Host V2.4 
- PROFIsafe F-Device V2.4 

 

 HIMax COM OS V15 and HIMatrix COM OS V24 no longer support the software-based 
implementation of PROFINET IO Controller. To continue using this implementation, a HIMax 
COM OS ≤ V14 or HIMatrix COM OS ≤ V23.10 must be used. 
 

 In very seldom cases, if one or more communication protocols such as Modbus or 
ComUserTask are used under load control and the controller or COM module changes from 
RUN to STOP, the COM module may reboot. 
 

 Restriction with respect to reload licenses: 
Features that are used in a COM module with a demo license, cannot be activated by 
performing a reload of the controller (CPU-Module) with a full license. The message 
displayed in the license management of the CPU module reports that a regular license is 
available, but a DEMO license is in use. This behavior occurs if no reload or cold reload is 
performed for the COM module itself. 
The full license is only used and properly reported after a restart of the controller (CPU 
module), a reload or cold reload of the COM module. 
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5 Updates to New Operating System  
HIMA recommends always loading the latest operating system versions onto the systems. 

Refer to the maintenance manual for details on how to load operating systems. 

  
 NOTICE 

 

Interruption of the running operation possible! 
To load new operating systems, the controller must be in the STOP state. 
During this time period, the operator must ensure the plant safety, e.g., by taking 
organizational measures. 

  
Only CPU and COM operating system versions that are released for common operation may be 
loaded in HIMatrix modules! The compatibilities to the different operating system versions 
described in the release notes must be observed. 
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6 References 
 HIMatrix system manual, HI 800 809 E. 
 HIMatrix safety manual, HI 800 023 E. 
 Communication manual, HI 801 101 E. 
 Maintenance manual, HI 800 455 E. 

6.1 Zstandard License Terms 
The CPU operating systems contain a Zstandard decompression algorithm provided with the 
following license terms: 

BSD License 

For Zstandard software 

Copyright (c) 2016-present, Facebook, Inc. All rights reserved. 

Redistribution and use in source and binary forms, with or without modification, are permitted 
provided that the following conditions are met: 

1. Redistributions of source code must retain the above copyright notice, this list of conditions 
and the following disclaimer. 

2. Redistributions in binary form must reproduce the above copyright notice, this list of 
conditions and the following disclaimer in the documentation and/or other materials provided 
with the distribution. 

3. Neither the name Facebook nor the names of its contributors may be used to endorse or 
promote products derived from this software without specific prior written permission. 

 

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY 
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF 
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE 
COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, 
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF 
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) 
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR 
TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, 
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE. 
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6.2 Apache License 2.0 
The COM operating system includes an SSL/TLS library Mbed TLS licensed by ARM Limited 
http://www.apache.org/licenses/LICENSE-2.0. 

6.2.1 Mbed TLS Adaptations 
Index: include/mbedtls/config.h 
=================================================================== 
--- include/mbedtls/config.h (revision 28) 
+++ include/mbedtls/config.h (revision 29) 
@@ -1.3 +1.4 @@ 
+// Modifications copyright (C) 2018 HIMA Paul Hildebrandt GmbH 
/** 
  * \file config.h 
  * 
@@ -33.6 +34.13 @@ 
#define _CRT_SECURE_NO_DEPRECATE 1 
#endif 
+// Start of HIMA modification 
+#error Wrong File - include platform specific configuration file from /mbedtls 
(MBEDTLS_CONFIG_FILE is not set) 
+// Falls dieser Fehler auftritt muss im entsprechenden Makefile (aus dem diese Datei gezogen 
wird) 
+// folgende Anpassung gemacht werden (siehe auch mbedtls.mke) 
+// include <pfad_zu>p9tool/mbedtls/mbedtls_make.inc 
+// End of HIMA modification 
+ 
/** 
  * \name SECTION: System support 
  * 
Index: library/timing.c 
=================================================================== 
--- library/timing.c (revision 28) 
+++ library/timing.c (revision 29) 
@@ -1.3 +1.4 @@ 
+// Modifications copyright (C) 2018 HIMA Paul Hildebrandt GmbH 
 /* 
  *  Portable interface to the CPU cycle counter 
  * 
@@ -372.7 +373.10 @@ 
 #endif /* !MBEDTLS_TIMING_ALT */ 
-#if defined(MBEDTLS_SELF_TEST) 
+// Start of HIMA modification 
+#if defined(MBEDTLS_SELF_TEST) && defined(MBEDTLS_SSL_PROTO_DTLS) 
+// HIMA: Test nur wenn DTLS aktiv - Ohne DTLS wird nur ein Teil von timing.c genutzt 
(mbedtls_timing_hardclock) 
+// End of HIMA modification 
 /* 
  * Busy-waits for the given number of milliseconds. 
Index: . 
=================================================================== 
--- . (revision 28) 
+++ . (revision 29) 
Property changes on: . 
___________________________________________________________________ 
Added: svn:mergeinfo 
## -0.0 +0.2 ## 
   Merged /mbedtls/mbedtls-2.5.1:r22-23 
   Merged /mbedtls/mbedtls-2.14.1:r26-27  

http://www.apache.org/licenses/LICENSE-2.0
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For further information, please contact: 
 
HIMA Paul Hildebrandt GmbH 
Albert-Bassermann-Str. 28 
68782 Brühl, Germany 
 
Phone +49 6202 709-0 
Fax  +49 6202 709-107 
E-mail  info@hima.com 
 
 
Learn more about HIMatrix online: 
 

 www.hima.com/en/products-services 
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